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ABSTRACT 

Message authentication is a powerful tool for preventing the transmission of tainted or unlawful data 

in wireless sensor networks (WSN).  As a result, a plethora of public- and symmetric-key based 

message authentication protocols have emerged.   Most of these systems, however, suffer from 

significant processing and communication lags and struggle to deal with tasks that need a considerable 

amount of resources. At the node level, they are also simple to hack.   A novel polynomial-based 

approach was implemented to address these concerns.   If more than that amount of messages are sent, 

the enemy will recover the entire polynomial.   In this research, we present an approach to scalable 

authentication using elliptic curve cryptography (ECC).   Our proposed approach simplifies the 

authentication process for intermediary nodes. This solves the cutoff issue, allowing any node to send 

an infinite number of messages.   Furthermore, our approach guarantees the confidentiality of 

communication senders.   We found that our method required less time and effort in computation and 

discussion than the polynomial-based method. The sender's anonymity is safeguarded with the 

message's contents.  
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INTRODUCTION 

In order to prevent the transmission of unauthorized or altered communications across networks, 

message authentication is required.   As a result, numerous identification systems have been developed 

to facilitate the verification of the authenticity of data transmitted across wireless sensor networks 

(WSNs). These systems can be categorized into two major groups: those that employ public keys and 

those that employ symmetric keys. Since the sender and receiver both need to know the same secret 

key, symmetric-key methods are difficult to administer, lack scalability, and are vulnerable to several 

node compromise attempts.   Each transmitted message is accompanied by a message authentication 

code (MAC) generated by the sender using the shared key.   However, the message can only be verified 

as genuine and reliable by the node in possession of the secret key, which is often shared among a 

group of sensor nodes.   A single compromised sensor node is all it takes to unlock all the doors.   The 

use of several networks further hinders the performance of this technology.   A cryptographic approach 

to validating secret messages using polynomials was developed to address the issue of scalability.   The 

degree of the polynomial determines the threshold, making this system similar to a threshold secret 

sharing mechanism.   This approach ensures the information-theoretic security of a shared secret key 

as long as the number of messages sent remains below a particular threshold.   The intermediary nodes 

do a polynomial evaluation to verify the authenticity of the message.   Once the total number of 

messages delivered surpasses the threshold, the polynomial can be entirely restored, and the system is 

irreparably broken.   A new system was implemented to thwart the intruder's attempts to determine the 
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polynomial's coefficients.   The objective is to make it more difficult to determine the coefficients of 

the equation by introducing a random disturbance, often known as random noise.   However, recent 

research demonstrates that error-correcting code techniques can eliminate the noise in the polynomial 

entirely.   Each communication delivered with the public-key method is accompanied by a digital 

signature generated with the sender's private key.   The authenticity of the message can be confirmed 

at each step of the chain of transmission by using the sender's public key. The proposal has certain 

issues, one of which being the strain it will place on computers.   Public key approaches can be more 

secure, take up less memory, and be harder to crack, as demonstrated by recent developments in elliptic 

curve cryptography (ECC). Key management for public-key methods is straightforward and effective.   

Our source anonymous message authentication (SAMA) mechanism is robust and secure. The best 

modified El Gamal signature (MES) technique for elliptic curves serves as the foundation for this 

system.   Adaptive chosen-message attacks in the context of the random oracle concept are useless 

against the Message Encryption Scheme (MES).   Our solution optimizes sensor resources by allowing 

intermediate nodes to verify the message. All the unwanted correspondence can be quickly located and 

removed in this way.   Our method is resistant to compromise, has adjustable time for verification, and 

ensures the safety of the source's identity.   When compared to polynomial-based algorithms, which 

provide a similar level of security, our proposed system performed better in theoretical and simulated 

tests.  

 

PROBLEM DEFINITION 

The cloud stores every user's private key, allowing it to instantly re-sign blocks for current users, 

sparing them the time and effort of doing it themselves.   Since the cloud is not in everyone's trusted 

area, it would be extremely risky to store private keys there.   When a user's access is revoked, other 

users should be able to verify the data's accuracy without having to download the entire set.   It's 

challenging to find a middle ground that helps affected current users without requiring them to 

download the entire dataset from the cloud and allows a public verifier to verify the accuracy of shared 

data.. 

 

SYSTEM ANALYSIS 

Because the sender and the recipient of a message need to exchange a secret key, the existing technique 

necessitates careful key management, is incapable of scaling, and is vulnerable to numerous forms of 

hacking.  The sender creates the message with the help of the shared key.  Each communication 

delivered with the public-key method is accompanied by a digital signature generated with the sender's 

private key.   The authenticity of the message can be confirmed at each step of the chain of transmission 

by using the sender's public key.   The approach suffers greatly from the fact that it necessitates a lot 

of computer processing time.   Polynomial-based authentication of private conversations was provided.   

The degree of the polynomial determines the threshold, making this system similar to a threshold secret 

sharing mechanism.   The intermediary nodes do a polynomial evaluation to verify the authenticity of 

the message.   Once the total number of messages delivered surpasses the threshold, the polynomial 

can be applied.  

Snapshot 2.   Even though the dataflow map is normal again, the system is currently unusable.   Some 

issues with this approach include its inability to scale, its susceptibility to node compromise attacks, 

its high computational demands, and the threshold problem.  
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.SYSTEM DESIGN 

The data flow layout is depicted in Figure 2, and the system's construction and operation are shown in 

Figure 1. Using this technique, we can securely and efficiently verify messages with unknown origins. 

To make it applicable to elliptic curves, the best modified ElGamal signature (MES) technique is 

employed.   In the random oracle model, adaptive chosen-message attacks are useless against the MES 

utilized here.   Our solution optimizes sensor resources by allowing intermediate nodes to verify the 

message. All the unwanted correspondence can be quickly located and removed in this way.   Our 

approach sidesteps the threshold issue while maintaining confidentiality of the source, imperviousness 

to tampering, and flexibility across time scales.   Strong security against compromise, flexible temporal 

identification, protection of source identity, and elimination of the threshold problem are only a few 

of the benefits of this method.  
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PROPOSED MODEL 

The components of this system are as follows:   1) The network architecture   How to authenticate 

communications in the security server and send encrypted packets.   Locating Compromised Network 

Nodes, 5.  

Node Creation 

The construction of a node is depicted in Figure 3.   The user-provided node IDs and connections are 

used to construct the node.   Each node's IP address and port number are also obtained.   The user 

agrees that this node may be selected as the target for outbound links. 

 
Fig .3. Node creation 

Security Server Process 

Figure 4 depicts the security server's internal workings.   It is believed that all sensor nodes have 

accurate localization data and can use geographic routing to establish direct connections with other 

nodes in the same general area.   Messages sent over the network travel several nodes before arriving 

at their destination.   Many believe that the SS is accountable for creating, storing, and disseminating 

all network-wide security policies.   This computer is completely unbreakable. 

 

Fig .1. Software Architecture 

 

 
Secure Packet Forwarding 

As shown in Figure 5, it is crucial that each relay along the route verify the legitimacy of messages 

upon receipt.  

 
.Compromised Node Detection 

The location of a compromised node can be determined as shown in Figure 7.   When a compromised 
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node is discovered, the SS can remove its public key from the list of public keys.   The node's short 

identifier can also be broadcast across the sensor network. Any sensor node that relies on a previously 

stored public key to select an Autonomous System (AS) can now receive new keys.   To maximize 

energy efficiency, you should cut ties with the authentication server (AS) that hosts the compromised 

node as soon as its public key is made public or removed from the public key list. 

 

Fig. 7. Compromised Node Detection 

6. CONCLUSION 

 

The proposed method, called Source Anonymous Message Authentication (SAMA), uses elliptic curve 

encryption to conceal the identities of message senders. SAMA can be used to verify the accuracy of 

a message before it is sent.   Then, we demonstrate the SAMA technique's applicability in a hop-by-

hop message authentication mechanism. Hop-by-hop message authentication is made possible without 

the fundamental drawback of the polynomial-based method.   This research also discusses other 

methods for detecting compromised nodes in Wireless Sensor Networks (WSNs) using stationary sink 

nodes. 
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